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TCP/IP
AAA Linux- . 

strace, ltrace, netstat, 
lsof, procfs

Linux – SELinux, 
AppArmor, systrace
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HTTP, 

cookies, HTML 4 (
+ CSS + javascript)
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XSS, SQL injection, CSRF, LFI/RFI
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SaaS – Software as a service
PaaS – Platform as a service
IaaS – Infrastructure as a service
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Web Application Firewalls
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policy routing
, BGP

– IPv4, IPv6
Internet Exchange Points
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IP:
ARP spoofing
MITM

(BGP poisoning)



TCP/IP

–

ping –

ICMP 
(Internet 
Control 
Message 
Protocol)

traceroute
(tracert
win*) –

~> traceroute whitehouse.gov
traceroute to whitehouse.gov (95.101.0.110), 30 hops max, 60 byte packets
1  gate.lvknet (192.168.128.254)  0.758 ms 0.734 ms 0.725 ms
2  cmc-cmc.dept-vl171.cmc.msu.net (193.232.127.33)  1.390 ms 1.508 ms 1.553 ms
3  msu-cmc-core-vl501.leo.msu.net (193.232.127.93)  26.469 ms 26.513 ms 26.506 ms
4  m9-leo-core-vl350.sphinx.msu.net (193.232.127.13)  1.687 ms 2.004 ms 2.080 ms
5  m9-1-gw.msk.runnet.ru (194.190.255.233)  2.053 ms 2.051 ms 2.041 ms
6  m9-1-gw.msk.runnet.ru (194.85.40.213)  47.719 ms 47.064 ms 47.055 ms
7  b57-1-gw.spb.runnet.ru (194.85.40.134)  44.957 ms 44.640 ms 44.839 ms
8  kt12-1-gw.spb.runnet.ru (194.85.40.154)  44.838 ms 44.828 ms 44.833 ms
9  tug11-1-gw.sth.runnet.ru (194.85.40.142)  44.856 ms 45.113 ms 45.108 ms

10  hikhef-1-gw.ams.runnet.ru (194.85.40.241)  45.178 ms 59.956 ms 59.970 ms
11  amsix-ams6.netarch.akamai.com (195.69.145.208)  45.193 ms 44.969 ms 44.938 
ms
12  * * *

~> ping -s 10000 secsem.ru
PING secsem.ru (158.250.17.104) 10000(10028) bytes of data.
10008 bytes from redsecure.lvk.cs.msu.su (158.250.17.104): icmp_req=1 ttl=63 
time=1.03 ms
…
--- secsem.ru ping statistics ---
6 packets transmitted, 6 received, 0% packet loss, time 5006ms
rtt min/avg/max/mdev = 1.003/1.062/1.184/0.063 ms
~> ping -s 10000 kremlin.ru
PING kremlin.ru (195.208.24.91) 10000(10028) bytes of data.
^C
--- kremlin.ru ping statistics ---
4 packets transmitted, 0 received, 100% packet loss, time 3007ms
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TCP – Transmission Control Protocol
UDP – User Datagram Protocol
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