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…

lvk.cs.msu.su.



DNS

$ORIGIN .
$TTL 3600       ; 1 hour
cs.msu.su IN SOA  ns.cs.msu.su. root.cs.msu.su. (

2010052274 ; serial
10800      ; refresh (3 hours)
1800       ; retry (30 minutes)
3600000    ; expire (5 weeks 6 days 16 hours)
3600       ; minimum (1 hour)
)

NS      ns.cs.msu.su.
NS      ns.radio-msu.net.
NS      ns1.radio-msu.net.
NS      ns2.radio-msu.net.
A       158.250.10.250
MX      10 mailhost.cs.msu.su.
MX      15 imap.cmc.msu.ru.
TXT     “BMK Zone"

$ORIGIN cs.msu.su.
academy CNAME   educert.cmc.msu.ru.
adler CNAME   farm
al A       212.192.248.21

MX      10 imap
$ORIGIN al.cs.msu.su.
www CNAME   al.cs.msu.su.

: 
Domain_name Time_to_live Class  Type  Value



UNIX/Linux:
/etc/nsswitch.conf
~> grep dns /etc/nsswitch.conf
hosts:      files dns
/etc/resolv.conf
~> cat /etc/resolv.conf
search lvknet lvk.cs.msu.su
nameserver 158.250.17.1



dig
~> dig mx lvk.cs.msu.su
; <<>> DiG 9.7.2-P3 <<>> mx lvk.cs.msu.su
;; global options: +cmd
;; Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 34349
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 3

;; QUESTION SECTION:
;lvk.cs.msu.su.                 IN      MX

;; ANSWER SECTION:
lvk.cs.msu.su.          259200  IN      MX      10 mail.lvk.cs.msu.su.

;; AUTHORITY SECTION:
lvk.cs.msu.su.          259200  IN      NS      ns.cs.msu.su.
lvk.cs.msu.su.          259200  IN      NS      ns.lvk.cs.msu.su.

;; ADDITIONAL SECTION:
mail.lvk.cs.msu.su.     259200  IN      A       158.250.17.1
ns.cs.msu.su.           3160    IN      A       158.250.10.1
ns.lvk.cs.msu.su.       259200  IN      A       158.250.17.1

host
~> host -t mx lvk.cs.msu.su
lvk.cs.msu.su mail is handled by 10 mail.lvk.cs.msu.su.



?
DNS Cache Poisoning

: 
www.yandex.ru. IN A 

: 
Answer: 
(no response) 
Authority section: 
attacker.ru. 3600 IN NS ns.yandex.ru. 
Additional section: 
ns.yandex.ru. IN A 4.4.4.4



DNS

DNSSEC
2010 

DNS
2010 

IETF



– RFC 822
SMTP

TCP port 25
RFC 821

IMAP4/POP3
MIME



WWW
– HTTP

« » - HEAD, GET, POST 
. .

-
– WebDAV, SOAP, 

XMLRPC HTTP 

– HTML, JSON, XML



XML/JSON
{ 

"firstName": " ", 
"lastName": " ", 

"address": { 
"streetAddress": 

" ., 101, .101", 
"city": " ", 
"postalCode": 101101 

}, 

"phoneNumbers": [ 
"812 123-1234", 
"916 123-4567" ] 

} 

<person> 
<firstName> </firstName>
<lastName> </lastName>
<address> 

<streetAddress> ., 101, 
.101</streetAddress>

<city> </city>
<postalCode>101101</postalCode> 

</address> 
<phoneNumbers>

<phoneNumber>812 123-
1234</phoneNumber>

<phoneNumber>916 123-
4567</phoneNumber>

</phoneNumbers> 
</person> 



SSH

Secure Shell
SSHv2 –


